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Introduction

Cradlepoint NetCloud™ is a next generation software and services platform that provides
software-defined and cloud-delivered management, connectivity, security services, and
more. Login at www.cradlepointecm.com

This document includes the standard recommended configuration for operating a
Cradlepoint IBR900 series router with the Axon Fleet system. Your purchase of Cradlepoint
routers from Axon generally includes NetCloud licensing and a NetCloud administrator was
chosen at the time of purchase. The NetCloud administrator should have received an
invitation for account setup. Your administrator or designee must be available for access.
Axon does not have access to your NetCloud account.

For more information about Cradlepoint devices or NetCloud Manager, see additional
reading:

e https://customer.cradlepoint.com/s/article/Getting-Started-with-NetCloud-Manager

e https://customer.cradlepoint.com/s/article/IBR900-Getting-Started

e https://customer.cradlepoint.com/s/article/IBR1700-Getting-Started

NOTE: Each device should be registered and configured from NetCloud Manager. All
changes should be made from the NCM interface and not the local device Ul. However, the
device changes outlined below may be referenced and applied via the local Ul when
necessary as a last resort.

IMPORTANT: An active, 2FF size SIM should be installed in the router’s internal modem. Use
SIM slot 1. For the IBR90O, slot 1 is closest to the bottom of the router. A SIM is required for
router GPS functions. For remote management of Cradlepoint routers, the router must have
Internet access and should have a SIM installed with no restrictions on access to Cradlepoint
servers. When using an APN with your cellular provider, network administrators must ensure
access as outlined by Cradlepoint here:
https://customer.cradlepoint.com/s/article/NetCloud-Manager-Configure-Your-Firewall-to-

Allow-Cradlepoints-Access-to-NCM-on-Private-Network

Group Creation

Axon recommends creating three new groups to facilitate deployment and future scalability.
The new groups are as follows:


http://www.cradlepointecm.com/
https://customer.cradlepoint.com/s/article/Getting-Started-with-NetCloud-Manager
https://customer.cradlepoint.com/s/article/IBR900-Getting-Started
https://customer.cradlepoint.com/s/article/IBR1700-Getting-Started
https://customer.cradlepoint.com/s/article/NetCloud-Manager-Configure-Your-Firewall-to-Allow-Cradlepoints-Access-to-NCM-on-Private-Network
https://customer.cradlepoint.com/s/article/NetCloud-Manager-Configure-Your-Firewall-to-Allow-Cradlepoints-Access-to-NCM-on-Private-Network

NOTE: Groups are model specific. Be sure to select the proper device model when adding
groups. If you are unsure which device to select, contact your Axon Sales Engineer.

e Canary - In-house Test (optional)

This group is to support lab environments only. It is designed to be used with a
device at a workbench or otherwise installed in a non-mission critical setup. This is
used for testing settings alterations and firmware updates before pushing them to
the field group.

e Field Test

This group should contain limited field units. This group is the second phase of
testing configuration changes and should be used for final validation before pushing
alterations to the production group.

e Production

The remainder of the deployed fleet is contained in this group. Alterations to
configurations should be deployed here as a final phase only after testing in previous
groups.

Use of a phased deployment for upgrades and alterations provides a smooth transition for
the devices. In the event of any disabling changes, canary and/or test group changes can be
reversed and mitigate system wide outages.

IMPORTANT: Some configuration changes and all firmware upgrades will cause online
devices to go offline while the updates are applied. In some cases, the units may be offline
for up to 15 minutes. Please take caution when applying updates to avoid downtime during
critical events. Offline devices will update as soon as they connect after the update has been
executed in NCM.



Add a Group

Navigate to the Groups tab in the NetCloud Manager web interface. Click Add at the top left
to create a new group. This opens the Add Group dialog.

(< @ @Gmups

DASHBOARD Access Point Groups

DEVICES Add

GROUPS c

MNETWORKS

=] Online Product

ALERTS & LDGS

REPORTS

SCHEDULER

Complete the following fields when adding a new group:
e Group Name: Choose a name as outlined above.

e Subaccount: This defaults to your main account. Click the Change link to select one
of your subaccounts.

e Product: Select your product name from the drop-down list (e.g., IBR900 or IBR1700).

e NetCloud OS: Select a NetCloud OS version from the drop-down list. This NetCloud
OS version will be pushed to devices when you add them to the group. See here for
the current version recommended by Axon:
https://customer.cradlepoint.com/s/article/AXON-Verified-NCOS-Version

NetCloud OS

When necessary, you may update the NCOS from NCM by selecting the Groups tab in the
left-side menu, selecting your desired group, and then selecting the proper NCOS from the
NetCloud OS drop down at the top of the group table.

When updating NCOS, the preferred method is to update the groups in phases: Canary, Field
Test, and then Production. As a general practice, routers should not be moved between
groups for the sole purpose of updating. (e.g., creating a new group with an updated NCOS
and then moving devices from group to group)


https://customer.cradlepoint.com/s/article/AXON-Verified-NCOS-Version

Axon Fleet Cradlepoint Netcloud Configuration

cradlepoint

A NetCloud

@ :Q Groups

DASHEORRD ficeess Foinc Groups

DEVICES © Add @ Bport ~

Name 1 & Online Product NetCloud 05 I
GROUPS * ]

Canary - In-house Test (700) 0of 0 IBRS0D 6.5.2 (2018-04-25)
ALERTS & LOGS Field Test (900} & 1of2 IBRS00 6.5.2 (2018-04-25)

Patrol Oof0 IBER1100 6.4.0 (2017-08-03)
REPORTS

Production (900) & 4of 10 IBRS00 6.5.2 (2018-04-25)
SCHEDULER
TOOLS

APPLICATIONS

ACCOUNTS & USERS

Group Configuration

Device settings should be applied at a group level. Take care not to alter group
configurations with device specific configurations. As an example, the SSID is unique to an
individual device and should not be altered at the group level.

To modify the group configuration in NCM, select the Groups tab in the left-side menu and
the select your desired group. Once selected, select the Configuration drop down menu at
the top of the page and select Edit. This opens a window for entering group settings. Begin
with the Canary group.

LIy DEVICES © Add ) Delete ) Configuration * (@ MetCloud 05 + () Commands + (3 &

Cﬂ: GROUPS
O

NETWORKS Field Test (300) & Tof2 IBR200

These are the recommended group settings:

1. Select the Connection Manager tab on the left side of the page and scroll down to the
WAN Management section.

e Select the Dual SIM section
e C(lick the gray pencil to the right of Internal Modem 1 for the drop-down menu
e Select SIM Slot 1 Only

e Click Save

Axon Enterprise, Inc. Page 7 of 17



Axon Fleet

Cradlepoint Netcloud Configuration

WARNING: The active SIM must be in SIM slot 1 to avoid service disruption when

applying
improve

this setting. Applying this setting with the SIM in the appropriate slot will
boot time.

“» Connection Manager > Devices

Ethemet type is Ethemnet
=1 | LTE-only Modems type is Modem + tech is LTE
=i .l||. LTEG Multi-mode Modems type is Modem + tech is LTE3G
= .l||. Modem-cab T840 type is Modem + tech is LTERG ...
= WiFi as WAN type is VWANWAN
=i .l||. 3G-only Modems type is Modem + tech is 3G

WAMN Management

Smart WAN Selection MultiPDM  Connection Sets  Data U

Prefer Primary SIM:

Crorme T

Internal Modem 1 Dual SIM

Modem 1 Dual SIM

USE Port 1 1M Slnt 1 Onbe
SIM Slot 2 Only

2. Select the Networking tab on the left side of the page. Navigate to Local Networks >
WiFi Radio #1 (2.4Ghz)

EXCEPTION: If using the optional Axon Wireless Offload Server, skip this step.

e Set the radio to Disabled

*» CONNECTION MANAGER

o

Loc:

o @ Networking > Local Networks > WiFi Radio #1 (2.4 GHz)

Wireless Radio: |Enable

Wireless Access Points / SSIDs
al Networks

WiFi Radio #1 (2.4 GHz)
WiFi Radio #2 (5 GHz)

M WiFi Name (S5ID) Security Mode Hidden

Ethemet Ports

_ 1| 1BR200-000 WPAZ2 Personal (A... No
Hotspot Services .
T~ [1| Public-000 Cpen No
Local IP Networks
MAC Filter & Logging

VLAN Interfaces WiFi Settings

Tunnels

Routing
QoS Channel Selection Method: Smart Selection

Axon Enterprise, Inc.

Region Selection US/Canada
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Axon Fleet

3.

Channel Selection Schedule: Daily
Channel Width: 20MHz

Indoor Channels: Enabled

CONNECTION MANAGER

[DENTITIES WiFi Settings

Local Networks

WiFi Radio #1 (2.4 GHz)
WiFi Radio #2 (5 GHz)

Region Selection:
Channel Selection Method:

Channel Selection Schedule:

Click Save just below the Indoor Channel option.

UsAa
Smart Selection

Daily

Cradlepoint Netcloud Configuration

Move to WiFi Radio #2 (5GHz) in the left menu. Alter the following settings to match:

Client Tmeout:

300

e | 2347

*)| 2346

Ethemet Ports.
_ TX Power:

Hotspot Services

DHCP Server RTS Threshold:

pocllgfievaris Fragmentation Threshold:

MAC Filter & Logging
VLAN Interfaces DTN
Tunnels Beacon
Routing

Short Slot: [

QoS
DNS Servers
WiFi as WAN, or Client

Client Data Usage

Wireless Mode:
Protection:

Airtime Fairness:

802 11 a/nfac

Auto

20 MHz
Auto

Auto

NHRP Channel Width:
@ SECURITY Extended Channel:
MCS:

f SYSTEM
Short G- £

RADIUS Timeout:

RADIUS Retry:

Indoor Channels,

3600

%]

4. Go to System > Administration > GPS in the left menu.

Axon Enterprise, Inc.

%

bytes

bytes

ms
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Axon Fleet Cradlepoint Netcloud Configuration

e Ensure Enable GPS is checked and save. Do not modify the TAIP Vehicle ID.

Q@ ili System> Administration > GPS
CONNECTION MANAGER I
Global Positioning System
NETWORKING Enable GPS: [

Mote: Some carriers disable GPS support in otherwise supported modems. If you encounter issues
ensure that GPS is supported.

Enable GPS Lock LED: 7]

SECURITY

Enable GPS Keepalive: ]
Administration i
TAIP Vehicle ID # 0000

Router Security

Remote Admin

System Clock Reset

Local Management
GPS Send to Client(s)
SMS
System Logging © Add
Temperature
NetCloud
Device Alerts
Serial Redirector

GPIOS
SNMP Configuration Send to Server(s)

5. Scroll down to the Send to Server(s” section and select Add:

Administration
Router Securly Send to Server(s)
Remote Admin

System Clock © Add

Lecal Mommperon O N N S I N
o o

OBD-Il

SMS

6. Add the rule listed below:

QAdd or Edit AxonGPS (2]}
Client Details

Enable this client 4
Client name. AxonGPS
Server Primary LAN
Port 10110
Use UDF: 4
Number of stored sentences: 1000

Specify Time Interval: []

10of 3 Next

Axon Enterprise, Inc. Page 10 of 17



Axon Fleet

£ Add or Edit AxonGPS

Language Settings

Choose Language: NMEA

Include System 10:
Prepend System I1D:
Report NMEA GGA sentences:

Report NMEA RMC sentences:

B EAOA

Report NMEA VTG sentences:

20f3

Back

90

£ Add or Edit AxonGPS

Reporting Intervals
Default Time Interval (seconds): 1

Stationary Time Inferval

(seconds): o

Stationary Event Threshold

(seconds): o

Stationary Distance Threshold 20
(meters):

Distance Interval (meters). 0

3of 3

Back

00

Axon Enterprise, Inc.
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Axon Fleet Cradlepoint Netcloud Configuration

7. Go to System > GPIOs in the left menu.

QO ili system>GPIOs

CONNECTION MANAGER : :
GPIO Configuration

IDENTITIES ' Edit

[

o oo

1 on power cable (out)

NETWORKING

SECURITY 2 on power cable (in)

]| 1 on expander {infout)
[]| 2 on expander {infout)
Administration [711 3 on expander (infout)
NetCloud []| 4 on expander {infout)
Device Alerts []| 5 on expander (in)
Serial Redirector
loT
GPI10s
SNMF Configuration

e Select 2 on power cable (in) and click Edit. Set the values as indicated below and
then click Save.

£} Edit 2 on power cable 00

Enablec [4

Direction:

n

GPIO Name: Ignition
Open State Name:
Closed State Name:
Alert Trigger State: Mo alert
Action  Ignition sensing

Power Off Timeout (seconds] 7200

Cancel Save

8. If using the optional Axon Wireless Offload Server continue with this step, if not skip to
step 9.

Axon Enterprise, Inc. Page 12 of 17



Axon Fleet

Cradlepoint Netcloud Configuration

Select Networking > Routing > Traffic Steering in the left menu. Select Add to

open the rule editor.

Name the rule Wireless Offload Server and add the destination IP address or
network address of the Axon Wireless Offload Server. Select the Target tab and set

the WAN Binding to Type is WiFi as WAN. Click Save.

NOTE: When using multiple servers, repeat this rule for ever server IP if using the

server IP address or for every unique network address as required.

L Rule Editor: Wireless Offload

Mame: Wireless Offload

Initial Match Application Match Target

00

DSCP (DifiServ). any
DSCP Negate: []
Protocol: any
Source |P Network: any
Source IP Negate:
Source Interface: any
Destination IP Network:  <QFFLOAD SERVER IP=

Destination IP Megate:

£ Rule Editor:

Name: Rule Name/Description

Initial Match Application Match

00

Steering Type

() Static () Dynamic

Static WAN Binding
WAN Binding  Type is

Load Balance Algorithm: Round-Robin

Failove [7]

Cancel m

WiFi As WAN

Axon Enterprise, Inc.
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Axon Fleet Cradlepoint Netcloud Configuration

¢ Move on to Networking > DNS Servers in the left menu. Scroll down to the Known
Hosts Configuration section and select Add.

@ @ Networking > DNS Servers

nable Dynamic [

CONNECTION MANAGER
Server Type: DynDNS

IDENTITIES Configure Dynamic DNS Service with Provider
Use HTTPS: [4
Host name: myhost.mydomain.net
Local Networks User name:
VLAN Interfaces

Password:

Advanced Dynamic DNS Settings
Update period (hours) 576

Tunnels
Routing

Stafic and Policy Routing .
Override External IP. 0.0.0.0
Stalic Multicast Routing

Traffic Steering

Route Filters Pese m
BGP

&l Known Hosts Configuration

RIP

RIPng @ Add

s
[EEEETES axonwos.exampleagency.com IPv4 10.10.10.2
WiFi as WAN, or Client

Client Data Usage
NHRP

Add the appropriate host name and IP address. Repeat as necessary for each server.

NOTE: Known Host entries are not required when your server configuration in
Evidence.com contains a host name of the server IP address. Values contained in the
pictures are for illustration purposes only.

e Move on to Networking > WiFi as WAN, or Client in the left menu. Select WiFi
Radio #1 (2.4 GHz) from the tabs near the top of the table. Set the WiFi Client mode
to Wireless Client and click Save. Then select Add in Saved Profiles. Enter the
appropriate WLAN details of the Wireless Offload Infrastructure.

@ @ Networking > WiFias WAN, or Client

°» CONNECTION MANAGER WiFi Radio #2 (5 GHz)  Wireless Scan Settings

53 IDENTITIES

R =

Local Networks Enable Powersave. |

Radio Settings

WiFi Client Mode  Wireless Client

VLAN Interfaces

Tunnels Resat

Routing
QoS
DNS Servers Saved Profiles
WiFi as WAN, or Client
2 © Add
Client Data Usage
[ <<EXTERNAL WIFI=> wpa2psk true

8 SECURITY

ilf SYSTEM

Axon Enterprise, Inc. Page 14 of 17



9. This concludes the Group Configuration.

IMPORTANT: You must click Commit Changes at the bottom right of the configuration
window to set the changes you've made to the group.

Copy Group Configuration

Once you have completed the initial group configuration for the Canary group, the
configuration should be applied to the remaining groups.

1. From the Groups tab, select the Canary group.
2. Select Configuration.

3. Select Copy to.

4. Select the Test group

5. Click OK.

6. Repeat this process for the Production group.

Move Devices into Groups

All devices should be moved into a group so they each receive the proper group settings.
Devices should be split between the groups as you desire. The recommendation is to place a
workbench or IT vehicle router in the Canary group (when possible), at least two routers in
the Test group, and the remainder of devices in the Production group. These numbers will
vary based upon the size of your fleet. To move devices into groups:

1. From the Devices tab, select the check box for the devices you want to move into a
group.

2. Select Move at the top of the devices table.
3. Select the appropriate group.
4. Click OK.

NOTE: Once a device is moved into a group, the group settings will be applied when the
device connects to NetCloud. If the new group has a different NCOS from the device, the
device's NCOS will be updated. Devices will go temporarily offline during this update.



Axon Fleet Cradlepoint Netcloud Configuration

Device Configuration

Each individual device must have a unique setting. For this, navigate to the Devices tab on
the left side of the main NetCloud Manager web interface.

NOTE: The following steps must be repeated for each individual device.

1. Select the device from the device list and click the Configuration drop down menu at
the top of the table and the select Edit. This will open a device configuration window
similar to the group configuration window.

‘[HT DEUIEE5¢ & Configuration *+ (@) MetCloud 05 = () Commands
| .

GROUPS

NETWORKS [ 1] S @  IBR90O-

0 S IBRS00-

2. Goto Networking > Local Networks > WiFi Radio #2 (5GHz).

e Select the first SSID in the table and Edit.

Wireless Access Points / SSIDs

£ Edit ¢ Duplicate Settings

Local Metworks
B WiFi Name (55ID) Security Mode
WiFi Radio #1 (2.4 GHz)

IBR900-123 WPA2 Personal (A...

Public-9a7-5g COpen

WiFi Radio #2 (5 GHz)

e Change the SSID to the desired name.
IMPORTANT: Each vehicle must have a unique SSID.

e Setthe Password as desired. WPA2-Personal is required.

Axon Enterprise, Inc. Page 16 of 17



o If preferred, the password may be set in the group configuration to have a single
password for all router WLANS.

L Axon_Fleet 00

Conﬁuuraﬁnn

WiFi Name (SSID). Axon Fleet

Hidden
Isolate:
WIMIM:
Enabled:

Security Mode: WPA2 Personal

WPA Settings

VWEA Password:  ssesssssssssssssssssssssnss: senssn
Re-key Interval: 3600

Protected Management Frames: Disabled

Minimum Bitrates: 6Mhbps 24Mbps

Cancel Save

This completes the Device Configuration.

IMPORTANT: You must click Commit Changes at the bottom right of the configuration
window to set the changes you've made to the device.

Repeat configurations per device as necessary.

Device Naming

It is best to assign a Description to each device to easily identify the unit where the device is
installed. This is usually the unit number and for your agency is currently being used. To add
a device description, navigate to the Devices menu in the main NetCloud Manager window.
Double-click the Description column of a device and name as desired.

This completes the Cradlepoint NCM and NCOS router setup for your Axon Fleet
system.
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